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Second Payment Services Directive (PSD2) and related Regulatory Technical Standards (RTS), 

which draft has been published by the European Banking Authority (EBA), are a revolution for 

the payment services market in the European Union. In particular, a new kind of payment 

services has been sanctioned under the legitimacy of EU law, i.e. services based on Third Party 

access to payment accounts. These services are rendered in a way that the customers – rather 

than logging in directly to their e-banking – log to external service providers (Third Parties), 

who on behalf of the customers log in to the Account Servicing Payment Service Providers (e.g. 

banks) and on the customers’ behalf perform the operations necessary to complete the service, 

e.g. initiate payments or download and aggregate data from users’ payment accounts in order 

to facilitate management of their personal budgets. 

Allowing for the provision of such services under the legal framework is of course positive, it 

is nevertheless necessary to draw attention to a number of risks in this area, mostly related to 

the potential sharing of account access data (logins, passwords, etc.) with Third Parties – 

according to the draft RTS, such approach is permissible. This risk occurs when the approach 

to the provision of the services in question would be based on entering the account access data 

by the clients to Third Parties, which in turn would “rewrite” these data to Account Servicing 

Payment Service Providers in order to log into their clients’ e-banking. In this case: 

 Third Parties would have no technical ability to identify themselves to Account 

Servicing Payment Service Providers (e.g. banks) and provide them with information 

that the communication is established with a Third Party (and not directly with the 

client), therefore the Account Servicing Payment Service Providers would not be able 

to block access to sensitive payment data (which is also required under the draft RTS), 

 As the Account Servicing Payment Service Provider would communicate only with the 

Third Party, it would not have access to data specific for the client’s device, that are 

extensively used by the security systems that protect clients and their money against 

frauds, 

 There would be a significant decrease in the effectiveness of the basic security principle 

that payment service customers (e.g. in Poland) have been for many years educated 

about (by both payment service providers and supervision authorities), which states that 



they should preserve the utmost care and confidentiality in terms of protection of the 

account access data and, above all, not to pass them to any third parties; it must be 

emphasized that it is the end user that is usually the weakest link of the security chain, 

 In case of more advanced means of client authentication (such as biometry), it would be 

technically very difficult – if not impossible – to enable for secure client authentication 

by the proxy of the Third Party, which would be an important factor for reduction of 

possibility of using Third Party services, 

 Reluctance of some customers for passing their confidential account access data to not 

well-known entities (Third Parties) would reduce the possibility of entering the market 

for new companies, 

 And above all, in practice there would be no technical possibility of efficient protection 

against situations, where e.g. a person having access to the Third Party’s IT 

infrastructure or a developer of IT systems used by the Third Party would come into 

possession of clients’ account access data and use them to commit fraud (potentially in 

a wide scale), which would cause high systemic risk. 

The solution to the above problems – while allowing for the achievement of one of the goals 

PSD2, which is to support the development of modern payment services – is an approach in 

which, after the client starts using the Third Party’s service, he or she is redirected to Account 

Servicing Payment Service Provider (e.g. to its website or application) in order to go through 

the authentication procedure, and then the Account Servicing Payment Service Provider sends 

to the Third Party the appropriate set of data required to perform the service. Such solution is 

much safer, while ensuring the possibility of development of the market of innovative payment 

services. At the same time, in a situation where the technical aspects of the communication 

between the Account Servicing Payment Service Providers and Third Parties will be carried out 

in accordance with widely used standard, the market entry cost for Third Parties will be 

significantly reduced, which further contributes to the development of innovation. Such 

standard is currently being developed by the Polish Bank Association (through cooperation with 

banks and other payment service providers). 

At the end it should be noted that the argument – which is sometimes raised – stating the need 

to ensure fair competition for existing Third Parties, which for several years have been 

providing services based on coming into possession of account access data (i.e. in accordance 

with the first of the abovementioned approaches), seems not to be fully justified given the fact 

that the use of such services in the light of the previous Payment Services Directive (PSD1) 

resulted in customers’ violations of the rules laid down in its Article 56(2) “the payment service 

user shall, in particular, as soon as he receives a payment instrument, take all reasonable steps 

to keep its personalised security features safe”. 
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